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NEW QUESTION: 1
You are responsible for security at a company that specializes in e-commerce. You realize that given the high volume of Web traffic, there is a significant chance of someone being able to breach your perimeter.
You want to make sure that should this occur, you can redirect the attacker away from sensitive data. How would you best accomplish this?
A. Implement a honey pot.
B. Implement a network based IDS.
C. Implement a passive IDS
D. Implement a stateful packet inspection firewall.
Answer: A


NEW QUESTION: 2
Refer to the exhibit.
[image: SC-300 Examengine.pdf]
A network engineer wants to analyze all incoming and outgoing packets for an interface that is connected to an access switch. Which three items must be configured to mirror traffic to a packet sniffer that is connected to the distribution switch? (Choose three.)
A. A monitor session on the distribution switch with a physical interface as the source and the remote SPAN VLAN as the destination
B. A monitor session on the access switch with a remote SPAN VLAN source and the physical interface as the destination
C. A monitor session on the access switch with a physical interface source and the remote SPAN VLAN as the destination
D. A monitor session on the distribution switch with a remote SPAN VLAN as the source and physical interface as the destination
E. A monitor session on the distribution switch with a physical interface as the source and a physical interface as the destination
F. A remote SPAN VLAN on the distribution and access layer switch
Answer: C,D,F
Explanation:
Explanation/Reference:
Explanation:
You can analyze network traffic passing through ports or VLANs by using SPAN or RSPAN to send a copy of the traffic to another port on the switch or on another switch that has been connected to a network analyzer or other monitoring or security device. SPAN copies (or mirrors) traffic received or sent (or both) on source ports or source VLANs to a destination port for analysis.
RSPAN supports source ports, source VLANs, and destination ports on different switches (or different switch stacks), enabling remote monitoring of multiple switches across your network. The traffic for each RSPAN session is carried over a user-specified RSPAN VLAN that is dedicated for that RSPAN session in all participating switches. The RSPAN traffic from the source ports or VLANs is copied into the RSPAN VLAN and forwarded over trunk ports carrying the RSPAN VLAN to a destination session monitoring the RSPAN VLAN. Each RSPAN source switch must have either ports or VLANs as RSPAN sources. The destination is always a physical port
Reference:
http://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3750x_3560x/software/release/12- 2_55_se/ configuration/guide/3750xscg/swspan.html


NEW QUESTION: 3
[image: SC-300 Examengine.pdf]
A. Option B
B. Option A
C. Option D
D. Option C
Answer: D
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