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NEW QUESTION: 1
Which of the following password attacks is MOST likely to crack the largest number of randomly generated passwords?
A. Birthday attack
B. Hybrid
C. Rainbow tables
D. Dictionary
Answer: C
Explanation:
Explanation/Reference:
Explanation:
When a password is "tried" against a system it is "hashed" using encryption so that the actual password is never sent in clear text across the communications line. This prevents eavesdroppers from intercepting the password. The hash of a password usually looks like a bunch of garbage and is typically a different length than the original password. Your password might be "shitzu" but the hash of your password would look something like "7378347eedbfdd761619451949225ec1".
To verify a user, a system takes the hash value created by the password hashing function on the client computer and compares it to the hash value stored in a table on the server. If the hashes match, then the user is authenticated and granted access.
Password cracking programs work in a similar way to the login process. The cracking program starts by taking plaintext passwords, running them through a hash algorithm, such as MD5, and then compares the hash output with the hashes in the stolen password file. If it finds a match, then the program has cracked the password.
Rainbow Tables are basically huge sets of precomputed tables filled with hash values that are pre- matched to possible plaintext passwords. The Rainbow Tables essentially allow hackers to reverse the hashing function to determine what the plaintext password might be.
The use of Rainbow Tables allows for passwords to be cracked in a very short amount of time compared with brute-force methods, however, the trade-off is that it takes a lot of storage (sometimes Terabytes) to hold the Rainbow Tables themselves.
With a rainbow table, all of the possible hashes are computed in advance. In other words, you create a series of tables; each has all the possible two-letter, three-letter, four-letter, and so forth combinations and the hash of that combination, using a known hashing algorithm like SHA-2. Now if you search the table for a given hash, the letter combination in the table that produced the hash must be the password you are seeking.


NEW QUESTION: 2
A Developer is working on an application that handles 10MB documents that contain highly-sensitive dat
a. The application will use AWS KMS to perform client-side encryption.
What steps must be followed?
A. Invoke the GenerateDataKey API to retrieve the plaintext version of the data encryption key to encrypt the data
B. Invoke the GenerateRandom API to get a data encryption key, then use the data encryption key to encrypt the data
C. Invoke the Encrypt API passing the plaintext data that must be encrypted, then reference the customer managed key ARN in the KeyId parameter
D. Invoke the GenerateDataKey API to retrieve the encrypted version of the data encryption key to encrypt the data
Answer: A
Explanation:
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
GenerateDataKey API: Generates a unique data key. This operation returns a plaintext copy of the data key and a copy that is encrypted under a customer master key (CMK) that you specify. You can use the plaintext key to encrypt your data outside of KMS and store the encrypted data key with the encrypted data.


NEW QUESTION: 3
VNet1という名前の仮想ネットワーク上に複数のAzure仮想マシンがあります。
次の図に示すように、Azure Storageアカウントを構成します。
[image: C_ACTIVATE22 Zertifizierungsantworten.pdf]
ドロップダウンメニューを使用して、グラフィックに表示されている情報に基づいて各ステートメントを完成させる回答の選択肢を選択します。
注：それぞれ正しい選択は1ポイントの価値があります。
[image: C_ACTIVATE22 Zertifizierungsantworten.pdf]
Answer: 
Explanation:
[image: C_ACTIVATE22 Zertifizierungsantworten.pdf]
説明
[image: C_ACTIVATE22 Zertifizierungsantworten.pdf]
ボックス1：いつも
エンドポイントステータスが有効になります。
ボックス2：しない
ストレージアカウントのファイアウォールと仮想ネットワークの設定を構成したら、Azure Backupサービスがネットワークで制限されたストレージアカウントにアクセスできるようにするために、例外として[信頼されたMicrosoftサービスによるこのストレージアカウントへのアクセスを許可する]を選択します。
[image: C_ACTIVATE22 Zertifizierungsantworten.pdf]
参照：
https://docs.microsoft.com/en-us/azure/storage/files/storage-how-to-use-files-windows
https://azure.microsoft.com/en-us/blog/azure-backup-now-supports-storage-accounts-secured-with-azure-storage


NEW QUESTION: 4
While monitoring the network, a technician notices that the network traffic to one of the servers is extremely high.
Which of the following should the technician use to verify if this is a concern?
A. Log management
B. Network baseline
C. Network diagram
D. Real time monitor
Answer: B
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